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Black Kite: 

Moorabool Shire Council (MSC) is a fast-growing semi-rural municipality nestled
between Melbourne, Geelong and Ballarat. It offers residents picturesque and friendly
surrounds with the vibrancy of an active, growing community. 

A stunning shire spanning more than 2,110 square kilometres, Moorabool is made up of
64 localities, hamlets and towns.More than 74% of the Shire comprises of water
catchments, state forests and national parks.

Moorabool Shire Council has an ever growing amount of data and an expectation from
the community that this data is kept safe and secure. 

“As a government body, we deal with personal information on a daily basis.” Says the
ICT Manager, Lalitha Koya. “We are expected to ensure that the resident’s data and
privacy is protected and secure within council’s systems. It’s especially important for us
being a local government authority to ensure our cyber environment is safe. We are
seeing a lot of cyber-attacks targeting government websites. We need to make sure our
systems are secure; to detect any potential risks and react to them, so that we’ll be able
to protect our community and the data that has been entrusted to us.” 
 
Being a target for cyber criminals, Moorabool Shire Council is constantly on the lookout
for new technology and systems to their arsenal of cybersecurity systems that helps
keep them one step ahead in this cybersecurity landscape.

Deployment
Small



Through open-source intelligence (OSINT) across 20 major risk categories, Black Kite compiles results into an easy-
to-understand letter grade
The financial impact rating uses the international Open FAIR™ model to translate potential cyber risks into financial
losses
The compliance rating adopts various frameworks and standards, such as NIST 800-53 or ISO27001 to evaluate the
organizations’ level of compliance against that standard

In March 2021, Garry Pugh, Moorabool’s IT Systems Co-Ordinator learned about Black Kite on in a procurement exercise.
“One of our vendors gave us a demonstration on it. We saw the value of using its cyber risk rating and continuous
monitoring. It met quite a number of our security objectives when the consultant demonstrated the benefits for us in the
first initial demonstration.” 

“What attracted me the most to Black Kite is the visibility, we now see where we are constantly, rather than just point in
time scans… tracking our improvements from the score point of view also gives the team a sense of satisfaction.” Black
Kite’s rating system is able to analyse an organization’s cyber risk posture from technical, financial and compliance
perspectives.

In the past, Moorabool were only conducting periodic compliance exercises annually to review its vulnerabilities, with
engagements to scanning the environment  and reacted to the problem at that point-in-time fixing any newly found issues
and awaiting for the next years annual scan. “ “The problem was… with vulnerabilities being identified sometimes daily we
did’t have visibility to see where we are on continuous basis”

“If we can see where we are, and also track our improvements on mitigating the vulnerabilities or risks, then it helps to
keep focus on security, keeping the conversations open; working at continuous improvement. Working to continue to
reduce the chance that Moorabool could be exploited due to a vulnerability.”

“This solution  helps us to provide stronger business cases  demonstrating work required, highlighting ongoing efforts in
improving cyber space security.”
“It will not only benefit us on audit and risk committee reporting, but also any other vendor’s meetings or audits that
Council participates in.” Lalitha says.

The Opportunity with
Black Kite

"Our compliance rating started out fairly average, but with Black Kite's insight,
we have slowly worked to improve that figure. In the past, we only checked

compliance at the beginning of new vendor relationships. Now we keep track
continuously, with notifications to let us know when something has changed."

- Gary Pugh

 

IT Systems Coordinator,
Moorabool Shire Council



"I believe that we started from around 80 or so from the compliance, and slowly worked away by involving various
members within the ICT team. The categories within the solution was able to easily lend itself to align with functions
with in the team. The guidance of the severity of any vulnerabilities assisted with prioritization…  The Black Kite
system notifies us of any newly found vulnerabilities so that we are not always on the back foot,even though we are
reacting I wouldn't call it as being reactive, we are able to work in a more real time to critical vulnerabilities.” Lalitha
adds.

Automated Vendor Compliance Monitoring

Black Kite also helps effectively monitor vendor compliance. The compliance section includes 14 global standards
and correlates publicly-available findings to those frameworks, saving time and effort by eliminating the need for
regular compliance questionnaires. Where information is not available publicly, Black Kite’s UniQuE Parser consumes
a variety of compliance documents, for example a SOC 1 or 2, and parses that information immediately to the existing
standards. This allows more time for mitigating risk, rather than discovering where the risks exist. 

 “We are constantly investing in new or third-party applications, but we only check its risks or compliance on
engagement.” Lalitha continues. “Once the system is onboard, we are not going back to see if it’s still meeting the
standards we expect when it comes to security compliance. With Black Kite, it monitors these easily for Council; if
there’s any issues. Once we have these insights, we can actually inform our vendors to improve certain areas.”

“Councils digital foot print is ever changing,, Black Kite is a significant tool to monitor the risks and compliance
continuously to ensure our own cyber security is at the highest level. The monitoring is ongoing with often no
requirement for Council to make any changes to the configuration of Black Kite – it finds changes in our digital foot
print, that’s where the value is.”

Looking Ahead: Our IT Roadmap needs black Kite

Lalitha and his team completed Black Kite implementation
in June. So far, they are very happy with the active
monitoring they’re receiving. “Its automated, providing
real-time alerts and risk mitigation strategies, helping us
effectively review our cybersecurity posture. Black Kite
continues to work even when we aren’t looking at its
portal. Being a small team, Council needs systems that are
automated without the burden of the team making it work.
It tells us when there is an issue. ”

“The Black Kite system notifies
us of any newly found

vulnerabilities , so that we are
not always on the back foot…
we are able to work in a more

real time to critical
vulnerabilities”

- Lalitha Koya
ICT Manager, Moorabool Shire Council



Today, more companies are adopting a mix
of deployment models. IT personnel are
facing bigger challenges from a more
complicated cyber environment. With Black
Kite’s non-intrusive, automated cyber risk
scanning and instant strategy reporting, you
will save time, energy, and resource with
identifying, reporting, and mitigating risks.

To request demo of Black Kite, contact
value-added distributor partner ACE Pacific
Group. ACE Pacific Group  provide cutting-
edge cybersecurity and analytic solutions
that help organizations reduce their cyber
risk exposure and increase their productivity.
Based in Singapore, ACE also has offices in
Malaysia, Australia, Hong Kong, Taiwan,
Korea, Indonesia, Thailand, and The
Philippines. We are your preferred distributor
in the Asia Pacific Region. 

“Black Kite’s a tool for
us to perform daily
business in the digital
age. It ensures our
cyberspace is
maintained well, and
helps us to prioritise
remediation if there are
any gaps.”

- Lalitha Koya
ICT Manager, Moorabool
Shire Council

https://ace-pac.com/
https://ace-pac.com/


ACE Pacific Group is your preferred distributor for cybersecurity solutions in the Asia Pacific
Region. We provide cybersecurity and analytic solutions that help your organization excel by
employing the latest technological trends to foster economic results, and improve day-to-day
operations for you and your clients. We have established ourselves as a value-added one-stop
solutions provider to meet the ever-changing landscape of cybersecurity in the Asia Pacific
market.

One in four organizations suffered from a cyber attack in the last year, resulting in
production, reputation and financial losses. The real problem is adversaries attack
companies via third parties, island-hopping their way into target organizations. At Black
Kite, we're redefining vendor risk management with the world’s first global third-party
cyber risk monitoring platform, built from a hacker's perspective.

With 300+ customers across the globe and counting, we're committed to improving the
health and safety of the entire planet's cyber ecosystem with the industry’s most
accurate and comprehensive cyber intelligence. While other security ratings service
(SRS) providers try to narrow the scope, Black Kite provides the only standards-based
cyber risk assessments that analyze your supply chain's cybersecurity posture from three
critical dimensions: technical, financial and compliance.


